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From CNN's Jeanne Meserve TEXT SIZE

WASHINGTON (CNN) -- Researchers who launched an experimental cyber attack caused a generator to
self-destruct, alarming the government and electrical industry about what might happen if such an attack were
carried out on a larger scale, CNN has learned.

Sources familiar with the experiment said the same
attack scenario could be used against huge
generators that produce the country's electric
power.

Researchers at ldaho National Labs
caused a generator to self-destruct
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‘Smart Grid' Raises Security Concerns

By Brian Krebs
Washington Post Staff Writer
Tuesday, July 28, 2009

Electric utilities vying for $3.9 billion
in new federal "smart grid" grants will
need to prove that they are taking , . y
steps to prevent cyberattacks as they < 3 We have answers.
move to link nearly all elements of 5 ‘ y Somewhere in America, Siemens has
the U.S. power grid to the public , already answered the nation’s toughest
Internet. e Y T S e B questions in energy, industry and
3 O healthcare.

The requirements from the Energy =" g SIEMENS
Department come amid mounting Electric utiiies receiving “smart grid” grants must ensure cybersecurity.

concern from sccurity cxpcrts that (By David Zalubowski — Associated Press)

many existing smart-grid efforts do

Done

|OACctive claim 4 successful attacks
on smart meters and the smart grid
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Features and | hreats

from smart metering and end-user services

® Automatic meter ® Privacy if the data is
reading personally identifiable

® Real-time meter reading ome security / fraud

® B| dlrectlonal ® The customer becomes
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Threats from smart
grid control

® jsolation of power
sources or local grids

® destruction of
~equip
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Economics of Security

lessons from other application areas

® |f hacking is easy, script kiddies do it for fun

® |f the target is valuable, it will attract
organised crime

o |f there is serious money to be made, very
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Some possible attacks

® Physical / RF interference with the meter

® probing, disassembly, temperature changes, RFI

° Blocking the communications

What haPPens if communlcatlons cease’ o s
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Software-based systems

® |nherently very complex, with discrete
man

whess
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Testing software tells you that the tests
work — not that the software works

Continuous Discrete behaviour
behaviour means you means that you can’t
can interpolate (without a fully

between test results formal model).
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Software errors are
common

Typical professional software development

leaves one defect in every hundred lines of
software.
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Security Engineering

Threat analysis: develop a threat model
Vulnerability analysis: use HAZOP and FMECA

Determine the assumptions you can make about the environment and
the properties you require from the system and its components

Express assumptions and properties explicitly, using mathematically
formal specification languages

o ,_'\‘/alldate assumptions by testlng
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Mathematically formal
methods are essential

® to document required properties

® to document assumptions

® to specify the system to be designed

® to develop the system so that it can be analysed

® to analyse the system to show that it has the
required properties

There is no other way to provide adequate evidence of security




Testing is essential

® to help elucidate requirements (prototyping)

® to validate assumptions about the environment
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Cryptography is no
panacea

“Whoever thinks that his problem can be solved using
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The definitive guide
is Ross Anderson’s
Security Engineering

Engineering

Ross Andz : '
The first edition is available for i el SEGOND EDITION

free download from:

http://www.cl.cam.ac.uk/~rjal 4/
book.html
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Conclusions

® Security is a concern for the smart grid

® Security has to be designed in architecturally.
It is very hard or impossible to make an
insecure architecture secure later.
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