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Researchers at Idaho National Labs 
caused a generator to self-destruct
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IOActive claim 4 successful attacks 
on smart meters and the smart grid
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Features and Threats
from smart metering and end-user services

• Automatic meter 
reading

• Real-time meter reading

• Bi-directional 
communications

• Load shedding/
disconnection

• Software update

• Privacy if the data is 
personally identifiable

• Home security / fraud

• The customer becomes 
vulnerable too

• Criminal control for 
harassment/blackmail

• Widespread disruption
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Threats from smart 
grid control

• isolation of power 
sources or local grids

• destruction of 
equipment

• blackouts

• blackmail
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Economics of Security
lessons from other application areas

• If hacking is easy, script kiddies do it for fun

• If the target is valuable, it will attract 
organised crime

• If there is serious money to be made, very 
sophisticated attacks can be expected

• If widespread or critical disruption is 
possible, the Grid could be targeted by 
terrorists or foreign states
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Some possible attacks

• Physical / RF interference with the meter

• probing, disassembly, temperature changes, RFI

• Blocking the communications

• What happens if communications cease?

• Spoofing the communications

• Replay. Forgery. Man-in-the-middle

• Insider attacks / social engineering

• Software vulnerabilities
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Software-based systems

• Inherently very complex, with discrete 
behaviour and very many states ...

• ...so testing provides limited assurance.
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Testing software tells you that the tests 
work – not that the software works

Continuous 
behaviour means you 

can interpolate 
between test results

Discrete behaviour 
means that you can’t 

(without a fully 
formal model).
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Software errors are 
common

• Typical professional software development 
leaves one defect in every hundred lines of 
software.

• Programming languages like C make it easy 
to make mistakes and hard to find them.

• Developing high-integrity software is very 
difficult. Showing that it’s secure and reliable 
is even harder.
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• Threat analysis: develop a threat model

• Vulnerability analysis: use HAZOP and FMECA

• Determine the assumptions you can make about the environment and 
the properties you require from the system and its components

• Express assumptions and properties explicitly, using mathematically 
formal specification languages

• Validate assumptions by testing

• Develop the systems using formal methods and use analysis to show 
that the system has the required properties

• Use testing as a confidence check that the analysis was sound. 

• any failure at this stage should be seen as a significant problem, as it 
shows that the design is faulty and that earlier analysis was faulty.

Security Engineering
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• to document required properties

• to document assumptions

• to specify the system to be designed

• to develop the system so that it can be analysed

• to analyse the system to show that it has the 
required properties

There is no other way to provide adequate evidence of security

Mathematically formal 
methods are essential
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• to help elucidate requirements (prototyping)

• to validate assumptions about the environment

• to validate assumptions about the behaviour of 
informal components  - including humans

• as a (poor) double-check that analyses are 
sound

But the confidence level is likely to be low - and may be inadequate

Testing is essential
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Cryptography is no 
panacea

“Whoever thinks that his problem can be solved using 
cryptography, doesn’t understand his problem and 

doesn’t understand cryptography.”

- attributed by Butler Lampson and Roger Needham to 
each other

quoted in Security Engineering, Chapter 18.
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The definitive guide 
is Ross Anderson’s
Security Engineering

The first edition is available for 
free download from:

http://www.cl.cam.ac.uk/~rja14/
book.html
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Conclusions
• Security is a concern for the smart grid

• Security has to be designed in architecturally.   
It is very hard or impossible to make an 
insecure architecture secure later.

• Threat analysis and vulnerability analysis are key

• Security engineering is a specialism: use 
experienced professionals.

• Formal methods are essential for high 
assurance.
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