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Foreword

<What follows is a template text for a typical Foreword. You can adjust the text to your Workshop’s
circumstances. Unlike the rest of the CWA, this text will be checked by CENELEC before publication.
CENELEC may decide to add paragraphs to it which it considers necessary in the context of providing full
transparency on what the CWA and its process>

Editor’'s Note: some suggestions made in the text below.

The production of this CWA (CENELEC Workshop Agreement) specifying Interoperability Framework
Requirements for electronic systems in homes and buildings, was formally accepted at the Workshop's kick-
off meeting on 2009-07-07.

The document has been developed through the collaboration of a number of contributing partners in the
Workshop. This CWA has received the support of representatives of each of these contributing partners.
Information on who have supported the document's contents may be obtained from the CENELEC
Management Centre.

CWA approval was obtained at the Workshop’s meeting on 2009-07-07.

This CWA consists of a single part, this document, under the general title Interoperability Framework
Requirements Specification:

Foreword
The Foreword is always the first unnumbered clause.
Normally it is drafted by the CENELEC Management Centre, but certain paragraphs in the Foreword can
also be the subject of prior discussion in the Workshop. The Foreword can in any case contain elements

specific to the Workshop.

In the case of a multi-part CWA, the Foreword will refer to the other parts
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Introduction

One aspect of the vision of the intelligent home has not changed over its cycles of renewal: that open,
generative, standard technology platforms that can be configured to support many services will replace
hardwired, proprietary, appliances that provide one specific service. Devices that participate in these
platforms will interoperate: they will exchange information and act upon it in a consistent way with the
possible assistance of interworking functions that route and manipulate information without affecting its
semantics, to bridge discontinuities of media, technology or administration.

Interworking functions will evolve in various ways in response to changing technology, media, products and
standards. They will be largely under the control of system designers, solution builders and installers; and
invisible to the end user, embedded in gateways, STBs and other forwarding/switching points.

Interoperability, its successes and failures, by contrast is a highly visible property of the elements of a system
and one that requires continual review and renewal at great expense of time and effort. The Interoperability
Framework Requirements Specification (IFRS) CWA is motivated by the need to set formal expectations of
the likelihood of such success or failure and help designers, implementers and installers to make informed
choices.

Accordingly, this IFRS CWA defines a set of requirements that a technical specification for an object should
fulfil in order to enable a general interoperability framework for home and building electronic service systems.

The objective is to allow installers, system integrators and service providers to identify equipment and
devices that may be deployed in customer premises and utilise them in new applications and services
regardless of the underlying communication protocol or home system the devices use. In order to do this
there is inherent in these requirements a set of conditions that services and applications utilising this
specification must observe in order to obtain interoperability.

There are already many existing systems and protocols supported by major organisations and these have
been developed over many years and are stable products. Some are already International Standards. Some
are already widely deployed. The organisations that support and promote these systems have defined rules,
guidelines and practices that ensure that products are interoperable.

The expectation is that new protocols for interacting between devices using one or more of these systems
and protocols will be developed. This specification aims therefore to ensure that the requirements it proposes
are compatible with those used by existing or future systems, that lie within the scope of this framework and
where these are designed to interact with systems or devices that are external to them.

In particular, this specification will ensure that any existing system can deliver information and execute
interactions at its boundary with other systems in an interoperable format:

(i) the identity of any object or device within its system boundary that it wishes interact with interoperably in
the context of this specification; alongside

(i) methods for discovering such an object together with its specification; accompanied by

(i) the methods of configuring and managing that object; and

(iv) the application, or service, specific interactions between the object and others.

This vision of devices and services interacting to form new applications across application and system
domains may result in multiple applications or services requiring access and control of individual devices and
objects in the premise (i.e. domains, applications and systems will intersect). Therefore this document will
address the requirements for safety, security and priority of access and control in as much as they affect, or
are affected, by the interoperability requirements.

The implementation of this specification/standard can be seen as a solution which facilitates middleware.
Although it recognises that a number of solutions exist already for some applications, this standard does not
make recommendations for any particular solutions, rather it sets out the requirements that must be met to
ensure they are interoperable in this domain
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1. Scope

The scope of the IFRS applies to any object (understood to be defined in a variety of ways, such as: device,
equipment, sensor, actuator, network, protocol, application, service) that may be utilised in buildings,
premises and particularly in the domestic environment. (It is seen that this specification could apply to many
other environments). This standard does not state or suggest how the Interoperability Framework should be
implemented as this is seen as the remit of the many developers and organisations active in the field and the
means of delivering a fully specified general Interoperability Framework should be the subject of future
development work.

<May need more input>
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2. Normative References
PtlabliC- Standard Responsible body (input from) Status
ations
1 ISO/IEC 18012-1:2004 Information | ISO/IEC JTC 1/SC 25 IS
technology -- Home Electronic
System -- Guidelines for product
interoperability -- Part 1: Introduction
1 ISO/IEC 18012-2:xxxx ISO/IEC JTC 1/SC 25 WG1 Work in
Information technology - Home progress
Electronic System — Guidelines for (FCD)
product interoperability — Part 2:
Taxonomy and Lexicon
1 ISO/IEC 14543-2-1 ISO/IEC JTC 1 SC25 IS
Part 2-1: Introduction and device
modularity (EN 50090)
5 ISO/IEC 14543-3-x (5 parts) ISO/IEC JTC 1 SC25 IS
EN 50090 Series CENELEC TC205
4 ISO/IEC-14908-x (4 parts) ISO/IEC JTC 1 SC25 IS being
CEN TC247 published
1 ISO/IEC 29341-2:2008 Information | ISO/IEC JTC 1/SC 25 IS
technology -- UPNnP Device
Architecture -- Part 2: Basic Device
Control Protocol - Basic Device
1 ISO/IEC 29341-1:2008 Information | ISO/IEC JTC 1/SC 25 IS
technology -- UPnP Device
Architecture -- Part 1: UPnP Device
Architecture Version 1.0
72 ISO/IEC 29341-x-y (72 parts) ISO/IEC JTC1 SC25 IS
ANSI CEBus ANSI
ISO/IEC 14543-4-1 & -2 ISO/IEC JTC1 SC25 IS
(ECHONET Association Industry
http://www.echonet.gr.jp) Association
7 ISO/IEC 14543-5-x (7 drafts) ISO/IEC JTC1 SC25 Work in
(IGRS Alliance) progress
1 CENELEC Smart House CoP CEN/CENELEC WA
1 IEC 62481-1 IEC TC100 IS
Digital Living Network Alliance
(DLNA) Home Networked Device
Interoperability Guidelines - Part 1:
Architecture and Protocols
? CECED CENELEC TC59X Work in
progress
BACNET ISO TC 205 IS
ZigBee IEEE 802.15.4 - 2003
LonWorks Interoperability Profiles CEN 14908-5 &-6 Work in
Functional Profiles (LonWork Association progress

(http://www.lonworks.org)

This optional element shall give a list of any normative documents to which reference is made in the CWA in

Normative References
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such a way as to make them indispensable for the application of the CWA. For dated references, each shall
be given with its year of publication, or, in the case of enquiry or final drafts, with a dash together with a
footnote "To be published", and full title. The year of publication or dash shall not be given for undated
references. When an undated reference is to all parts of a standard, the publication number shall be followed
by the indication "(all parts)" and the general title of the series of parts (i.e. the introductory and main
elements).

It is suggested to start as follows: "The following normative documents contain provisions which, through
reference in this text, constitute provisions of this CWA. For dated references, subsequent amendments to,
or revisions of, any of these publications do not apply. However, parties to agreements based on this CWA
are encouraged to investigate the possibility of applying the most recent editions of the normative documents
indicated below. For undated references, the latest edition of the normative document referred to applies.”

In case of a CWA that is containing informational material only, there are no Normative references. The
references are in that case to be listed as "Informative references" in an Annex (see below). In addition, a
CWA can contain both Normative AND Informative References.

In addition to these references, which are actually referenced somewhere, there may also be added a
Bibliography (see below)

Examples are given below:

ISO 1234-1, Example Standard Reference - Part 1: First example

ISO 12345-1999, Second Example Standard Reference

ISO 6789, Third Example Standard - A non-published one, - 1

Note that normative references may be made not only to publications of formal standards bodies. For
example, reference may be made to consortia specifications, provided these are publically available.

1 7o be published
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3. Definitions, symbols and abbreviations
[NOTE : Title will have to be amended based upon the subsections that are present]

3.1 Definitions

3.1.1 General Definitions

Application

A collection of Functions that have measurable effects on the physical world and are used by
people to achieve objectives consistent with the specified capabilities of the Application. An
Application is composed from many of the items defined below. In particular it may include
Services, made available under Service Level Agreements by Service Providers, that themselves
are composed of Applications.

Note: the distinction between Application and Service is made for the purposes of this CWA.

Example: devices in the Smart House collaborate to execute an energy management Application
that the Owner uses to reduce electricity consumption. No Service is required.

Application /
Object Service

A function provided through a well-defined API by a device or object to another device or object.

Example: getting a temperature value, arming the alarm system, etc.

Building

A man-made structure with an interior, an exterior boundary, and an owner. By this definition a
building may be composed of a collection of buildings.

Example: a house (owner-occupied or rented), a block of flats, a hotel (containing rooms or suites
whose occupants have temporary ownership), a station. Could also be a car or other vehicle.

Example: a business located at several sites; multiple buildings with a single owner. The
interconnection provides for communication between management systems, hence a potential
interoperability issue.

Consumer

Any natural person who uses, requests or purchases products and services.
For the purposes of this document the “consumer” is considered to be the end user of smart
house technology.

Example: the occupant of a smart house and any visitors. In fact any people at home.
Note: consumers differ in their abilities and the different requirements are an aspect of
interoperability, e.g. when a motor-impaired consumer interacts with an installed system.

Customer

A person or organisation who contracts with any entity in order to design, install or maintain a
smart house system or to use any service or application provided by a service provider to the
end-user or consumer in the smart house.

Example: a consumer as defined above may be a customer. A company that sub-contracts the
management of its building is a customer of the service provider (defined below).

Device

An electronic object comprising instances of sensing and/or actuation and/or communications
functions implementing them on behalf of one or more owners. It may be a Product in its own
right or part of a Product together with other Devices. See also Device Object.

Example: a proximity detector that activates a light by direct power switching and also sends a
message to a security system to alert it that a person (or an animal) is nearby. This is a Product
and also part of a larger Product that is the security system.

End User

Any natural person who is the user of equipment or recipient of services in the home environment

Example: the children in a household, who are neither Consumers nor Customers according to
the definitions above.

Function

The collection of instructions that process information and communicate it to other functions with
measurable effects. A function may be a collection of one or more functions.

Example: a thermostat, whose function is a capability to monitor ambient temperature against
thresholds set by End Users. Such a function may reside in a variety of locations depending on
system, application or service architecture and actual installation. For example, it might be
implemented in an energy manager in an End User’s personal communicator or computer, or a
smart meter, that polls, or receives, values from temperature sensors; or in a multi-function
thermostat that receives thresholds from a controller, monitors them locally and notifies other
functions when they are exceeded. The distribution of functionality, the information flows and
locus of control will vary accordingly.
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Home

Premises in which a person lives (or people live) and are the identified people that live in that
particular building.

Example: a house, an apartment in a block of flats, farm or estate comprising a house and
outbuildings.

Instance

An object or service embodied in a product that possesses an identity and one or more owners
and that may originate and or respond to events external to it.

Example: the thermostat described above following its integration into a working installation,
which implies acquisition of an identifier such as a network address and references to its internal
objects.

Network

A collection of devices that are connected together for the exchange of data and sharing of
resources. It is characterised by a collection of identifiers with one or more owners. The term
“Address” is usually used to refer to such identifiers.

Example: the Internet sub-network numbers and sub-network masks (or prefixes) constituting the
Autonomous System (AS) assigned to an ISP or other operator of Internet services.

Example: a collection of telecare devices installed in a Consumer’s Premises that have
discovered each other, configured automatically as a network, acquiring network addresses, and
have registered through a gateway with a Service Provider.

Owner

A legal entity that may define access rights, authorisation, authentication, service level
agreements, and policies and may delegate those from time to time.

Note: A Consumer will often be an Owner. An End User may not be an Owner, i.e. it has no
authority to define, or delegate the elements listed above.

Example: an individual who installs and manages a collection of objects that implement
applications ; a service provider that offers a service under a service level agreement to manage
a collection of objects on behalf of other owners.

Policy

A collection of conditional instructions that allow, or deny, the execution of operations on objects.

Example: if time of day before 0830 UTC then heating on; if the cat at the cat-flap is ours then let
it in. The combinations of such policies form an interoperability issue.

Premises

One or more buildings with one or more owners, whose exterior boundaries may be
interconnected by ICT networks.

Example: for multiple building premises would be a business located at several sites, or multiple
buildings with a single owner. The interconnection provides for communication between
management systems, hence a potential interoperability issue.

QoS

The requesting and delivery of specific, quantifiable performance levels on a shared network or
on services delivered. Typical QoS parameters include: throughput, loss, latency (or delay),
response time, and jitter to describe a network's performance in the treatment of specific classes
of data.

Example: a security system must have a throughput of 300 bps, 0% loss, 200 ms response time.

Schema

Schema defines the structure and contents of any information resource. As a data catalogue for a
database, a schema identifies the entities and the types of attributes for those entities. A schema
for an enterprise may also define rules of use and legal values.

Example: an XML schema defines the structure of an XML document. An XML schema defines
things such as which data elements and attributes can appear in an object (such as a document
or application) and how the data elements relate to one another.

Service

A product or good provided by a Service Provider to a consumer.

In the Smart House many of these will be provided through electronic systems that regulate the
home or provide entertainment, healthcare, security or safety in the home.

In this context a service is delivered by a service application.

Example: a mobile telecommunications operator provides a Services for voice and SMS. Voice
telephony and SMS are Applications implemented by the mobile communications Network. SMS
requires Services that are often provided by third parties for message storage.

Example: the Owner of a Home who is running an Application locally to reduce electricity
consumption enters into an agreement with the electricity supplier to use the supplier's energy
management Service to optimise use of electricity in combination with pricing offered by the
supplier.
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Service Contract(s) between a Service Provider and the customer (end user, subscriber, consumer). The
Agreement service agreement may be backed up by subordinate service agreements for the whole Service
Supply Chain.
Note: the IFRS CWA does not define the requirements for enterprise interoperability between
Service Providers in the chain.
Example: a contract to supply electricity, gas, water and sewerage services to a home.
Service A service application is a software entity/bundle that delivers some specific service(s) to an end
Application user.

Example: none.

Service Bundle

A set of services delivered through a common means therefore attracting synergistic benefits.

Example: a collection of TV services delivered using a DVB application. It may be a combination
of freeview and paid-for channels, sometime called a “bouquet”.

Service bundles
(OSGi)

Term used by OSGi to describe the set up and control of applications:
An OSGi bundle is comprised of Java classes and other resources which together can provide
functions to device owners and provide services and packages to other bundles.

Example: none.

Service Level
Agreement

A formal agreement between a Service Provider and customers to provide a certain level of
service. Penalty clauses might apply if the SLA is not met.

Example: a broadband service is offered with a SLA that guarantees 8 Mbps downlink and 2
Mbps uplink with 99.999% availability.

Service levels

Parameters of a service as delivered to an end user by a service provider.

Example: the data-rates and availability given above.

Service Provider

Any organisation or entity that provides any good or service to a consumer.

Example: a telecommunications operator; a supplier of gas.

Service Supply
Chain

The entities that are necessary to deliver the service form a service-supply chain.

Example: The Application Home Initiative has identified 11 such entities that span the creator of
the service, the service aggregator, service provider, service operator, network operator, service
distributor, subscriber and the end user. The European Application Home Alliance has further
subdivided the end user entity into customer and consumer. Each Entity must have an overall
contractual relationship with the service provider and will have back to back contracts with the
adjacent entity in the service supply chain. These contracts will each ensure that the Service level
requirements of the service are fulfilled and that each entity obtains a benefit from the service

supply.

Subscriber A person or organisation who contracts with a provider to use a service on a subscription (regular
and renewed payment) basis. A subscriber may be the consumer or the subscription may be
provided by organisations such as social service or healthcare provider.

Example: a Consumer who has a Service Agreement with a provider of TV services.

System A group of independent but interrelated elements comprising a unified whole;

A collection of components organized to accomplish a specific function or set of functions. [IEEE

STD 610.12]

System (process operation, function or activity) is an arrangement, a set, or a collection of

concepts, parts, activities and/or people that are connected or interrelated to achieve objectives

and goals. (This definition applies to both manual and automated systems). A system may also

be a collection of subsystems operating together for a common objective or goal.

A collection of application instances and service instances

Example: a security system providing control of access to premises based on smart ID cards.
User An entity that has the capability to originate, or respond to, events.

Example: a human being, an application .
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Access rights

Permission and ability to use an object for a specified purpose — requesting information from it,
changing values of variables in it or modifying its state.

Example: read access to a shared variable; permission to turn on, or off, i.e. execute certain
operations.

Note: where more than one service or application requires access to an object for one or more
specific purposes, then levels of access must be defined, including the definition of the primary
owner of the access rights (possibly the owner of the object)

Authentication

The validation of a claimed identity.

Example: The validation of a claimed identity of a user can be made by verifying some secret
knowledge, key, or property associated with that user, e.g. a password, a SSL key, a PGP private
key, or a hand-written signature.

Authorisation

The decision to permit a user to make none (deny access), one or more types (permit access) of
operations on an object.

Example: The permission is made by comparing the validated user's access rights with the user's
requested action(s) on an object, for example to read and to modify some content of an object.

Security

Rules and policies stated by owners that control the use of their property by other owners.

Example: people allocated car-parking spaces are allowed to open the garage doors. People with
no allocation may not open the doors.

Physical Security

Rules and systems put in place to safeguard the Physical Access to a premise or devices from
physical interference.

Example: a self-opening and closing door for wheelchair access, compliant with standards for
such devices.

Information Information Security provides confidentiality, integrity, availability and accountability of data.
Security
Example: key for encryption or detection of tampering, access permissions for reading and writing
objects, audit trails for modifications to data.
Security The purpose, objectives and success criteria applied to an Application or Service.

Requirements

Note: This CWA specifies Requirements for Security in relation to Levels of Interoperability that
cover both Physical and Information Security and these must be combined with Safety and other
considerations such as the permission and priority of access, discovery, configuration and
management.

Example: none.

3.1.3 Interaction Models

All methods or protocols that operate under particular specifications use models for the transmission of
information and the configuration and managements of objects. The commonly used methods are listed

below:

An interaction between two interacting application entities (device or object) consists of the complete set of
messages accepted by the device or object and the synchronisation of the outcome for each interaction
between the two communicating entities using these messages. The messages define the application-layer
protocol by which devices and/or objects communicate over a binding. The method of synchronisation
defines the interaction model

Acknowledgement

An object may acknowledge a command with a simple <Acknowledgement of Receipt> or
respond with the information that the command has been completed, that it was unable to
complete the command with the reason and may return parameters of its changed configuration
following the completion of the command.

Example: a door-opener device acknowledges that it received an instruction open the door. It
does not confirm that it acted upon the instruction.

Broadcast

One-to-all communication method; a single transmit operation is used to distribute information to
all receiving entities in a system.

Example: there is a fire, open all the doors!
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Command /
Response

In this interaction model one object (the controller) initiates an interaction by issuing a command
(request) to another object at a known interface, and the other object (the server) executes it
and notifies the initiator by a response. The response typically contains information of new state
or failure reports if not able to carry out the command contained in the originating message.

Note: there is an implication that the operation requested in the Command has actually been
executed, by contrast with the Acknowledgement model above. In some protocols, both the
Command and Response are acknowledged.

Example: the door is now open; the door was locked and could not be opened.

Data Driven

An object monitors the information placed on its network and if information is received that it has
been instructed (programmed) to respond to, it will reconfigure its parameters or carry out an
action according to its programming. On completion of an action or parameter change, the
object will make available to other objects on the network any change in its configuration.

Note: the data-driven interaction may be implemented using Broadcast or Multicast distribution
of messages. It is implicit that messages are not commands requested by one object upon
another.

Example: an electric kettle generates a message to inform other devices that it has boiled the
water.

Distributed
Shared memory

A distributed programming method that refers to making the individual application memory of
individual devices/objects in a distributed home system to appear as a single address space.
Local changes of content of memory locations are propagated through the system by a suitable
communication protocol.

Example: read the data at this location, write this data to that address. There is an expectation
that something will happen, e.g. the location written to may be the actuator that opens the door;
the location read from may contain the bits that say that the door is opening.

Event Driven

An object is said to use an event-driven interaction model when its state and operation is
determined by events received at its input(s), and it notifies other objects of its (change of)
status through the same method. This method is also known in some HES specifications as
“data-driven”. An event-driven communication model is able to respond better to real-time
changes and stimuli than conventional request/reply mechanisms.

Note: the event-driven interaction may be implemented using Broadcast or Multicast distribution
of messages. It is implicit that events are not commands requested by one object upon another.

Example: Everyone! Somebody opened the door!

Multicast One-to-many communication method: a single transmit operation is used to distribute
information to all registered or interested receiving entities in a system. E.g. an event multicast is
an event that is sent to a subset of objects/devices in the system.

Example: Security devices! Somebody opened a door!
ODP-RM The Open Distributed Processing Reference Model specifies three kinds of interaction:

asynchronous signals, flows or streams, and remote operations or remote procedure call. Both
flows and operational interactions may be defined in terms of signals. For the purposes of this
document we define here only the asynchronous signals, and operations/remote procedure call.
Typically existing systems that target or relate to home electronic services use methods or
protocols that refer to using some variant of an interaction model, often qualified by the
implementation or communication method used to support the logic interaction model. The
definitions for these commonly referred to variants are command/response and event-
driven/shared variable.

Example: none.

Shared Variable

A variant of the Distributed Shared Memory, in which individual variables in devices/objects in a
distributed home system appear as a single local variable. Local changes of variable values are
propagated through the distributed system by a suitable communication protocol.

Also, an identifier in a network implemented using distributed shared memory mechanisms.

Example: a interaction model used in ISO/IEC 14908.

Unacknowledged

An object may send a command to an other object and does not (expect to) receive a (tightly-
coupled or any) reply.

Example: open the door! | expect it to be open when | get to it.
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Unicast

One-to-one communication method: a single transmit operation is used to send information to a
single named receiving entity. E.g. an event unicast is an event that is sent to a specific,
identified, object/device in the system.

Note: command/response interactions are often implemented using unicast communications.

Example: a comfort controller asks the kitchen sensor how for the temperature.

3.1.4 Processes

Application Use of a technology, system, or product. An application may consist of a number of elements or
entities working together to provide a service or product. It may utilise specific elements in a
system or technology in delivering the application. Alternatively, an application may be a program
that carries out a particular service within a computer, processor or (home) system.

Example: see definition above.

Application A defined set of calling conventions allowing a software application to access a particular set of

programming services. An API consists of the routines, protocols and tools that programmers must use to

interface ensure that their programs are compatible with the software that the API is defined for. A well

defined API helps applications work together by providing the same basic tools for all
programmers to use.

Example: the TCP socket programming interface: open(), close (), listen(), accept(), select(),
read(), write().

Configuration

The set of status parameters for an object or device.

Example: a device is connected to the application using a certain network address, its objects are
registered with objects in other devices.

Configuration

Configuration of parameters of an object or objects or applications. This may be carried out by

Process means of a Configuration tool and other actions that may be automatic and driven by other
services and/or applications.
Example: the association of objects in a device with those in other devices.

Discovery Enabling systems to discover new units and to recognise what they are. Objects may present or
publish their parameters or respond to a broadcast for information about specific object types).
Example: UPnP.

Discovery The process of the above

Process

Middleware Middleware is a generic term for functions that make a communications infrastructure that is part

of a distributed system usable by applications. Middleware may be used for the purposes of
Interoperability to translate the data presented by an object under one specific home system
specification to the requirements of another.

Example: the IP routing functionality in a home gateway to ISP services provides middleware to
connect with the ISP, register local devices for access to Internet services and route IP packets
between local processes and external ones.

Example: a smart meter provides middleware that authenticates application objects downloaded
into it before allowing them to use its communications services to implement specific application
functions.

3.1.4 Interoperability

Coexistence

Objects and applications exist in the same environment but they do not conflict with one another
but at the same time their functions are not related or dependent on one another.

Example: a security service monitors events in a home via the smart electricity meter
communicating via a Zigbee link to the home security gateway. Due to excessive traffic between
other Zigbee connected devices, such as the Consumer Display Unit, the meter is temporarily
too busy to relay security events and there is a delay in reporting a break-in.
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Interoperability

Interoperability is the ability of two or more networks, systems, devices, applications or
components to exchange information between them and use (intelligently) the information so
exchanged. (IEEE/CENELEC)

The consistent use and identical measured effect of information exchanged between the
services and devices comprising an application .

Example: see elsewhere in this CWA.

Interoperability
Levels

For the purposes of this Interoperability Framework Specification, the levels of Interoperability
describe the degree to which entities, systems, networks and devices are able to interwork
together. Level of Zero describes the very basic interoperability of objects interworking within the
same system environment. Each higher level increases the functionality and degree of
Interoperability.

Current levels
of
Interoperability

Interoperability that occurs within a specific protocol or system (this may include
Level O applications that are specified and used within the system) and which may need to
link to higher levels of interoperability in the same application domain

Level 1 As level 0 + Interoperability that pertains between application domains

As level 1 + Interoperability that pertains between (a pair of different) specifications

Level 2 | o protocols (1 : 1)

Level 3 As Level 2 but between multiple (different) specifications or protocols (N : N)

>
o]

Covered
IFRS

Manual installation and instantiation of applications under Level 3 including

Level 4 [ giscovery, configuration and with any N:N system.

Level 5 Automatic Installation of applications: as under Level 3

As Level 5 but including maintenance (upgradeability), diagnostics and security with
Level 6 the capability to remotely manage and secure any topology of systems, applications
and objects

Interworking

The capability to exchange information between services and devices of dissimilar capability
and/or provenance such that interoperability is achieved.

Example: a home gateway to ISP services provides interworking between Ethernet and Wifi
media in the home and the ADSL media outside the home to support routing of IP packets so
that the applications objects in the home are interoperable via IP protocol with application
objects elsewhere.

3.1.5 Objects

Address

A name that is used to locate an object for the purposes of communicating information.

Example: a telephone number locates a specific phone line in the PSTN.

Application Object

A description of an application in terms of describing the action an application carries out. The
“Application Object” carries a description of the action and of how it is identified, configured,
managed and what its parameters are.

Example: a shared variable that represents the temperature at a location defined by the name of
the variable.

Device Object

A physical object or instance of a physical object.

Example: a temperature sensor.

Functional Object

An object that carries out a particular identifiable application task.
A collection of objects and actions on objects that models a particular identifiable application
function within an application domain.

Example: none.

Handle

A identifier with an assigned meaning in a specific context. A handle is often used with only

temporary local meaning during the execution of an application to refer to permanent objects. It
is often said to be “opaque”, meaning it cannot be used except by the functions that understand
how it was created, or “transparent”, meaning that there is an agreed semantics that all can use.

Example: when a shared object is opened, a handle is created by the local middleware that is
communicated to remote objects that wish to use the shared object. All requests they make are
with reference to the handle and they can never know where the object actually is.

Example: the address in memory of a shared object is returned by the local middleware that is
communicated to remote objects that wish to use the shared object. All requests they make are
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with reference to the memory location and they can overwrite its contents as they wish.

Name A handle that is used to identify an object to an application, possibly uniquely, possibly within a
defined context or scope. It may be opaque or transparent according to application
requirements.

Object A discrete item that provides a description of anything in a system (Extracted from Google /
Princeton.edu); a unit of software functionality (ISO 18012-2) : Generally an “Object” has an
identity and parameters and may be configured or managed and these properties may be
discovered. This definition of an object may therefore apply to any element of a system, it may
be a wholly discrete entity or it may be a more complex object made up of a number of elements
which act as one object and this may apply to applications and services as well as physical
entities.

Example: none.

Type A name that is used to identify the capabilities of an object for the purposes of an application.

Example: in C:
typedef temperature double;
i.e. a double-precision real number that represents a quantity denoted by temperature as

understood by an application.

Definitions

Where applicable these are numbered 3.1. Defined terms should be ordered alphabetically.
The text could then read as follows:

“For the purposes of the present document, the following terms and definitions apply:
Definition1: explanatory text

Etc”

3.2 Symbols (to be done)

Symbols

Where applicable these are numbered 3.1 (where there are no definitions) or 3.2.
Suggested text is as follows:
For the purposes of the present document, the following symbols apply:

<Symboll> <Explanation>
<Symbol2> <Explanation>

3.3 Abbreviations (to be done when document is nearly completed)

Abbreviations

Where applicable these are numbered 3.2 (where there are definitions but no symbols, or vice-versa) or 3.3.
Abbreviations should be ordered alphabetically.

For the purposes of the present document, the following abbreviations apply:
<ACRONYM1> <Explanation>
<ACRONYM2> <Explanation>

An example is :
CEN Comité Européen de Normalisation
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4. Conformance clauses

This Interoperability Framework Specification has the following requirements:

Identifier
Any Object shall have a unique identifier
See Clause 4.1.1 for detailed identifier requirements

Discovery
Any system, specification or protocol that conforms to this standard shall have a means for enabling
the discovery (of location and identity) of objects within the system by services or applications
including those external to the system,
See Clause 4.1.2 for detailed discovery requirements

Object Description
Any Object that can be discovered under this standard shall (provided access rights allow) render up
its specification, status and other necessary information to services or applications including those
external to the system
See Clause 4.1.3 for detailed object status requirements

Object Configuration
Any Object that can be discovered (provided access rights allow) may be configured by services or
applications including those external to the system or protocol within which they exist.
See Clause 4.1.4 for detailed object configuration requirements

Object Management
Any Object that can be discovered (provided access rights allow) may be managed by services or
applications including those external to the system within which they exist.
See Clause 4.1.4 for detailed object management requirements

Object Interaction Model
Any specification or protocol in which an object can be referenced, shall ensure that information as
to its interaction model may be made available, such that the service or application may interact with
the object in a manner expected by the specification or protocol.
The interaction model addresses the interactions between objects of the systems compliant with this
framework for configuration, management, security and safety.
See Clause 4.1.5 for detailed Object Interaction Model Requirements

Object Access and Safety Requirements
Before any action is made by a service or application, it shall establish that it has permission to
undertake the action. Permissions shall be assigned according to a specified hierarchy - this applies
to all considerations of security and safety and is required to ensure that the locus of control of any
object can be identified at any time.
The security, safety and priority rules shall be enforced at object level and application model level.
Under this standard, object operations and interactions shall be governed under these rules.
However, operations and interactions within underlying standards will not be affected by these rules.
See Clause 4.1.6 for Object Security, Access and Safety Requirements

4.1 Conformance sub-clauses
4.1.1 Identifier description and requirements
It is a requirement of this specification that any object (device, equipment, system, application or
service) shall be uniquely identifiable. This is to ensure that there can be no possible doubt as to
which object is being addressed and where that object is. (This may not matter if the Interoperabilty
level is lower than 6 since any device is unique within its environment but since ultimately all
systems will be interoperable to level 6, this requirement has to apply to all objects)
=  Whether this is by means of a unique address or number or whether this may be derived from
non-unique addresses in relation to a uniquely identified environment (such as a house
address or specific network under a specific protocol in that house) is immaterial.
= Handle — Any specific object may have as part of its unique identifier a set of characters or
bytes that provide information as to what the object is.
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= Number — Any object may have a unique number such that it (and only that specific object)
may be identified. This number may only need to be unique with relation to the network or
environment or subdomain in which the object is contained. This non unique number will
become unique when coupled with the address of the environment or network in which it is
contained. There are many number systems that result in unique numbers for identity such as
IPv6, RFID and so forth

= Address — any environment will have an address or a unique identifier and this may be used in
conjunction with the unique identifiers of objects contained in subdomains, local networks or
environments to create an unique identifier.

See work on “Locators” (IRTF) - http://www.irtf.org

Discovery requirements

The process and mechanisms used by a device or object to search, find/locate and acquire system
and application object handles and to realise its designed functionality to the end-user (being the
human or some other part of the system) is referred to as service discovery.

Support for discoverability is a fundamental requirement to ensure interoperability in loosely coupled
systems such as envisioned by this document (home electronic systems and services
environments), where devices and services will be installable professionally or by end users directly,
and where these devices and services will evolve in time. Existing systems that are not designed to
be solely installed professionally do specify protocols and mechanisms to allow the discovery of new
devices. This is often referred to as “service discovery”, and it consists of the set of mechanisms and
protocols that allow an object to announce or respond to queries related to its service by providing
information on its location (logical address or handle), what service it provides (what does it do?),
and how well does this service fit the query (how well does it do it? This may be available as
information that allows the quality of service of the object.)

Device (or object) discovery is driven by two scenarios: (i) new device/object installed in a system
and wants to offer its services (registration/announcement); (ii) new device/object installed in a
system and wants to use services from some other device(s)/object(s) (discovery query). In the
context of this document the basic requirements are to support interoperability are:

Object Interface Definition (Service and Attribute Naming)
A common schema for service and attribute naming shall exist. The schema should support
placeholders for interface definition extensions to support manufacturer-dependent
enhancements (if any), as well as refined querying of the attributes.

Discovery initial communication method
Devices or objects newly installed shall support both unicast and multicast messages on
their service discovery interface. Multicast addresses to be used must be publicly available,
preferably maintained by a suitable recognised (international) naming authority.

Discovery interaction model
Devices and objects shall support both query (request-response) and announcement (event-
based) interaction models. This means that the devices will be able to respond to queries
about their services (scenario (ii) above), or can announce their presence at installation, or
periodically, according to their design.

Discovery-support infrastructure
Devices and objects adhering to this standard shall operate in a decentralised (non-directory
based) discovery infrastructure. This means that devices and objects should not depend, nor
rely, on a single repository of registered active/available services to be registered with or to
acquire handles from in order to complete their discovery and configuration process.

Discovery scope
Discovery scope refers to the topological (logical or network) extent of the service search.
Devices and objects adhering to this standard shall be able to configure and control the
discovery scope, independently of the discovery initial communication method being used by
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4.1.3

4.1.4

any device or object in the system. The main reasons for this requirement are potential
privacy and security considerations2and discovery interval duration.

Security
See Access and safely discussion.

Discovery privacy
See security and privacy discussion

Object Description requirements
The categories of object status are based on different system aspects and concerns addressed by
interoperability level. The higher interoperability level is the more items an object should include.
Object Classification
An object under this standard shall provide sufficient high-level abstract information to be
classified for use by other objects, as well as enforcing security, safety and accessible rules.
The minimum information should include: intended purpose, targeted application domain,
and text description. It may include communication means, quality rating and quality
guarantee. It is optional from level 3 downwards and mandated from level 4 upwards.

Object Functional Interface
An object under this standard shall provide the functional interface description for other
objects to access its internal status and invoke its actions. The description should provide
the detail object access and invocation method. It should include a list of attributes and their
read/write permission, and functions and their associated input and output parameters. It is
optional from level 3 downwards and mandated from level 4 upwards.

Object Configuration Interface
If an object under this standard is configurable if it can adjust its behaviour based on given
attributes, the object shall provide the context interface description for configuration tools
and/or other objects to access and modify its attributes. It should provide a list of
configuration attributes and their corresponding read/write permission. It is optional from
level 4 downwards and mandated from level 5 upwards.

Object Management Interface
If an object under this standard is manageable, then the object shall provide management
interface description for management tools and/or other objects to carry out the
management tasks (e.g. diagnosis, trouble-shooting). It may provide supporting
management type, a list of information and operation offered, and its associated interaction
model. It is optional from level 5 downwards and mandated for level 6.

Object Configuration and Management Requirements

Object management requirements consider processes and mechanisms that are used for object life-
cycle management, including installation, initialisation, termination, security, recovery and
performance. The installation of a device or object is not enough; once installed a device/object will
require information about the system it is installed in and other devices/objects that it can or should
interact with to realise its functionality. It is assumed that an object is running on a fully operational
network connection, which means all the necessary network configuration (network address
assignment and interface initialisation) are completed successfully. The following items provide basic
requirements to support interoperability for object management operations in the context of this
document:

Independence from network configuration
Object correct operation must not depend on network configuration information. For
example, network addressees must not be used for object identification.

Installation

2 Note however that this is a very weak mechanism to address any privacy or security concerns in a home distributed system.
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Objects can be installed in a variety of modes; they can come with a device, or can be
installed remotely. Objects should be initialised to a correct and safe state. Once initialised
they should make available their description and location as part of the discovery process.

Initialisation
Objects should be initialised to a correct and safe state. Once initialised they should make
available their description and location as part of the discovery process.

Discovery
See Section 4.1.3: Discovery requirements.

Configuration
Objects should support a common defined interface for their configuration, if such actions
are supported.

Configuration methods
A device or object falling under the scope and being compliant with the requirements of this
document shall be able to complete their configuration with and without centralised
configuration tool control or support. In either case, the device or object shall be able to
indicate if it is auto-configurable or if it requires suitable configuration tools to be
commissioned.

Error management
Objects should be initialised to a correct and safe state. Should an error occur, an object
should provide a common interface to allow notification or detection of abnormal conditions
such as an object unexpected failure, with the aim to recover in such way that it does not
block other objects from continuing to participate in the application.

Termination
Wherever is supported, objects should provide common interface for safe and correct
termination, which should include invoking processes to notify the new state to the rest of
the system the object participates in.

Object Interaction Model Requirements

Discovery Interaction Model
The discovery interaction model addresses the interactions of system discovery operation
aspect. The discovery interaction model ensuring objects under this standard should specify
the discovery steps and messages during the discovery process. The basic interaction
model is event-driven model. The command/response model could be used for the
subsequent detail inquiry.

Operation Interaction Model
The operation interaction model addresses the interactions of system normal operation
aspect. Mainly, the interactions involve two or several objects interaction to form an
application process and achieve a certain task. It should be sufficient enough to enable
typical application operations. The basic interaction model is event-driven model. The
command/response model may be required for some applications.

Configuration Interaction Model
The configuration interaction model addresses the interactions of system configuration
aspect. The interaction could be utilised by configuration tools and/or configuration objects
under this standard to accomplish system configuration. The interaction model should
acknowledge the configuration result to configuration command issuer(s) whether or not the
corresponding configuration has been successfully carried out. Therefore, it should use the
command/response model.

Management Interaction Model
The management interaction model addresses the interaction of system management
aspect. The interaction could involve management tools and/or objects for management
under this standard to accomplish system management functions. The interaction model
should allow management functions to gather relevant information of object runtime and
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4.1.6

adjust object instance that is inappropriate for system for one that is appropriate. While the
event-driven model is appropriate for information gathering, the command/response model
may be required for object manipulation to ensure the operation reliability.

Security Interaction Model
The security interaction model specifies the interaction process to ensure the system wide
security within this standard framework. The security interaction model should be added on
top of operation interaction model for security aspect.

Safety Interaction Model
The safety interaction model is built on top of operation interaction model to address safety
concerns.

Note: Since under this framework any object may be configured or managed by multiple services or
applications, it is important that a hierarchy of management exists and configuration only occurs with
the permission of the senior service or application.

Object Security and Access requirements

Interoperability implies the interworking and co-operation of multiple devices, systems and networks
and as the level of interoperability reaches above level 3 and certainly by level 6 there are likely to
be new requirements on what an object can or cannot do, who or which system may have
permission to control it and consideration must be given to the aspects of safety for specific objects
systems and applications. It is evident that what may be both safe and secure within a closed
system may become unsafe or insecure if that same system is opened up to multiple other systems
by interoperability.

Security is the first casualty of an open distributed networked system. The passage of traffic from
originator to recipient(s) must pass certain tests before being forwarded or executed. Within a certain
scope no checks may be needed, e.g. when the system is entirely self-contained and cannot

communicate externally.

This may be seen according to the following table:

Table 1. Security, safety and Access Rights and their priority by Interoperability Level

Interoperability Security Safety Priority Access Rights
Level

0 Within See note 1, N/A Within
Application as | local remote Application as
appropriate operation appropriate

1 Within See note 1, Applications Within
Applications local remote set priority for | Applications
as appropriate | operation control as appropriate

2 Within See note 1, Applications Within
Applications local remote set priority for | Applications
as appropriate | operation control as appropriate

3 Within See note 1, Applications Within
Applications local remote set priority for | Applications
as appropriate | operation control as appropriate

4 Installer Installer Installer Installer
responsibility responsibility | responsibility responsibility
See note 2 See note 3 See note 3 See note 3

5 Application Application Application Application
design design design design
responsibility responsibility | responsibility responsibility
see note 4 see note 5 see note 5 see note 5

6 As level 5but | Aslevel 5but | Aslevel 5but | Aslevel 5 but
with remote with remote with remote with remote
management | management | management | management
see note 6 see note 7 see note 7 see note 7
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Notes on Table 1.

1. It is important to recognise that there are many instances where automatic operation can result on
unsafe conditions. Where these are similar to (say) the setting of controls on a (cooker) oven or
washing machine or central heating boiler, then provided the automatic remote control does not set
conditions that a person manually would not set up, the conditions are no more or less safe than a
non automatic set up. However, when the setting up is physically remote, it is important to ensure
that the conditions of the operation are safe when the operation takes place and have not changed
since the conditions were inspected manually and set for automatic operation. Thus an oven may be
set for remote operation with specific cooking cycle requested but if between the set up and the
operation, the door is opened, the oven must be reset for automatic operation before the operation
can take place.

2. Under this Framework at Interoperability Level 4 it is the Installer’s responsibility to ensure that the
configuration of the operation and the local management of applications is appropriate and protected
by secure means. This may mean that the use of local password protection is necessary or that
information flows are encrypted.

3. At this level of interoperability multiple applications may control any one device or object. It is the
installer’s responsibility to ensure that a device may be given specific access rights that relate to
specific applications. For instance an object or device may carry out a life critical operation and also
be part of an application that is important to another service. It is essential that there shall be a
hierarchy of access, priority and control that prioritises life critical actions over mission critical actions
over other important applications. It is also important to recognise that circumstances may change
and therefore priorities of access will also change and that the installer must recognise this and be
able to change these when new equipment, devices or objects are installed or new uses are made of
them.

4. When systems are automatically configured when new devices, equipment or objects are installed
or when new applications are implemented with new equipment or systems, the burden of
configuration is suitably protected by secure means as appropriate.

5. As with note 3. there is a responsibility for ensuring the safety through access control and
understanding the priority of specific equipment and devices. Whereas under note 3 this is the
responsibility of the installer, when applications are set up automatically, the application itself shall
determine its priority to have access and control specific equipment, objects or devices. For instance
an energy management application may control the temperature in a room to ensure the most
efficient use of energy but it would be overridden by a life support system whose task was to ensure
a patient was kept at a particular level of comfort.

6. As with note 4 there is a need to secure specific operations as appropriate. However, with control
and operation remote from the house the whole communication chain must have a level of security
that is appropriate to the application being controlled. Since any application could be subverted by
an insecure communication link, this may mean at Interoperability level 6 all communication must be
both reliable and secure for home control, security and life critical applications.

7. As with note 5, priority, safety and access control are highly important but in addition to the
application having control, this control may be proxied to remote systems that may use intelligent
means to set priorities. They may also set up new applications and it will be necessary for the
remote system to be able to interrogate applications and devices to determine their settings,
attributes and parameters and be able to reset safely the hierarchy of access rights, priorities in
order to maintain the maximum level of safety. It is appreciated that this is difficult to achieve, but it is
however, very important to ensure any modification of an existing system is fully considered and
thought through even by autonomous systems.
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Annex A Informative Annexes

Al
All

Use Cases

Methodology

The use cases listed at this section is used as the base to develop this standard. They also serve as
test case to validate the design. These cases try to illustrate the generic problems rather than
exhaust all possibilities.

It should be noted that having developed an appropriate methodology to create use cases, the
various TAHI Industry Sector Groups as well as industry attending the CWA will be encouraged to
submit scenarios that may be built into use cases for demonstration purposes in this Annex.

Describe Scenario — assumptions about the overall nature of the environment in which the
system operates;
= eg someone/something
(is doing ..... )
(needs to know ....) and
needs (to have the following information ..... )
(control the following .......
and will need to use the following resources
(Object 1, Object 2, .. Object n — 1, Object n)
in the following manner (set of methods . .. .)

Describe use-case:

The use case is a common technique to capture the required system behaviours and
requirements requested by the stakeholders. The use case is a hub to scaffold various aspects
of system requirements. Since interoperability is only one aspect in system requirements, the
interoperability requirements are normal buried within operation processes. However, the
interoperability is the key focus of this framework, the interoperability requirements should be
highlighted and the major parts of normal use case detail only provide the context and
background to comprehend the interoperability related requirements. To achieve this, the five
W'’s and one H approach has been adopted to extract the interoperability concerns and avoid
the unnecessary details of the rest. While the five Ws are who, what, where, when and why, and
one H is how. When the use cases record interoperable requirements for a piece of system, the
cases under consideration should focus on the interactions between IFI framework and other
system components since the IFI framework responds to handle interoperability issues in
systematic manner. The approach can be outlined as the following table. Five Ws should be
provided by industry contributor and one H is mainly responsible by project team. The priority is
the decision made by project team and steering group. While five Ws are the main content of
use case, one H and priority is derived from the use case content for design and analysis
purpose that is not considered as use case.

Who It states the primary stakeholder, who initiates the interactions with
system, especially with IFI framework. The primary stakeholder can
be system components (e.g. sensor, actuator) and system users
(e.g. end user, installers, and maintenance engineer). The statement
of primary stakeholder implies the intention and its perspective.
What Similar to the normal use case description, it provides the step-by-
step interaction details to extract what the requirements are. Rather
than recording the operation process detail, it provides the context of
interoperable action and identifies the involvement of interoperation.

Why It underpins and justifies the interoperable challenges described by
the case. It is also desirable to state its necessary and importance.

Where It outlines the place where the interoperations occur.

When It states the phase during the system lifecycle: installation,
commission, operation, maintenance and upgrade.

How It provides conceptual solutions requesting the IFI framework to
achieve.

Priority It relates the case to the interoperability level and will be given

priority in term of IFI framework design and development.
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The following content is an example to illustrate how to use the table to document a use case.
The use case is to use a movement detection sensor to control a light on/off. When the sensor
detects occupancy, the light is on; otherwise, the light is off.

Who Movement detection sensor (system integration)

What 1. Movement detection sensor detects movement.

2. The sensor informs a light switch.

3. The light switch switches the light.

Why 1. Movement detection sensor and light switch use different home
network technology.

2. Movement detection sensor exists at high security network and
light switch exists at low security network.

Where The movement information transfers from sensor to light switch

When Operation phase

How 1. Transform the sensor network format to the light switch network
format.

2. Align the security level between sensor and light switch.
Priority Interoperability level 2-3 and priority high

A.1.2 Scenarios

The scenarios are the 7 Interoperability Levels. We assume that any of the security levels could be applied to
any of these interoperability levels. The safety levels are properties of any use-case that must be proved to

apply.

Level O Interoperability that occurs within a specific protocol or system (this
may include applications that are specified and used within the
system) and which may need to link to higher levels of
interoperability in the same application domain

Level 1 As level 0 + Interoperability that pertains between application
domains

Operational
Interoperability

Level 2 As level 1 + Interoperability that pertains between (a pair of
different) specifications or protocols (1 : 1)

Level 3 As Level 2 but between multiple (different) specifications or
protocols (N : N)
5 :;‘ Level 4 Manual installation and instantiation of applications under Level 3
e = including discovery, configuration and with any N:N system.
5 =
.g’ qg’. Level 5 Automatic Installation of applications: as under Level 3
8 g Level 6 As Level 5 but including maintenance, diagnostics and security with

the capability to remotely manage and secure any topology of
systems, applications and objects

A.l2.1Level 0

A consumer, Mr. X, a first time buyer, buys a flat in a new-build block of apartments. Each flat is equipped
with the following systems: security (from company A); smart metering with consumer display for gas and
electricity (from company B), that has the optional capability (also from company B) to manage appliances in
the flat; and comfort control for heating, (from company C). Company A offers the security product as a
service that Mr X can subscribe to through the building management company. The smart metering system
is an early product available from company B that is certified to comply with the CEN/CENELEC
requirements for interoperability of smart meters and consumer displays. The appliances were supplied by
company D and implement the International Standard (IS) P. The comfort control system, also from company
D, implements IS Q.

All the above products are standalone and use system specific communications media: hardwired detectors
and a second telephone line for the security system; the PLC for the smart meter, with short-range wireless
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to the consumer display and a mixture of PLC and wireless to appliances; and proprietary wired media for
the comfort control system.

Mr X is happy to accept these systems due to a discount from the developer of the apartment block.
Lesson: there is no problem until Mr. X creates one, and he is about to do just that.
Al22Llevell

Mr. X likes his individual systems but is mystified that comfort control is separate from appliance
management. He would like his comfort control system to work with the smart meter system and save him
more energy. The salesman from company D explains that his engineers plan to develop products that
provide adaptation between P and Q, but that company B does not supply any comfort control application.
However, company D can supply a separate management system that does manage all devices, P or Q, but
it does not communicate with the meter or the CDU, requiring a separate console or a PC, USB interface to
P or Q, and special application.

Lesson: Mr. X has entered into more of a commitment than he imagined by accepting the vendor’s packaged
up systems. The gateways and adaptors add complexity.

A.1.2.3 Level 2

Mr. X decides to change his energy supplier to company E, that offers the option to communicate with
appliances using IS Q. The consumer display has to be exchanged because the wireless technology is
different, although there are numerous products from companies F, G and H that offer protocol translation
and adaptation, Neither company B nor company E guarantee that these gateway products will work.
Company E warrants that devices implement Q (the comfort control system) can be managed using its
approved consumer displays and recommends a gateway product from company | that can adapt P and Q to
allow communication with the appliances. However company B does not make any claim that the appliances
will work with company E’s products and cancels the optional agreement with Mr. X to manage the
appliances.

Through a change in supplier, Mr. X has gained integrated energy and comfort control management but has
lost the capability to manage other appliances unless he buys the gateway, even though this will not help
him unless he can replace company D’s management product. He has a redundant consumer display unit.
Also, he bought a new thermostat, made by company L, that claims compliance to the same specifications
as some of his other devices. Unfortunately, it cannot be used by the energy management system because
company L uses a correct but incompatible variation of the security protocol, even though this is an IS.

Lesson: more gateways and loss of functionality. More options appear as devices get more diverse.
A.l24 Level 3

Mr. X falls in love and gets married. Mrs. X moves into the flat and brings with her an entertainment system
that uses IS R. The manufacturer, J, of R compatible products supplies a product (a set-top box plugin with
wireless, PLC and Ethernet capability) that can communicate with products implementing P and Q, and the
X’s can now detect that they have access to all their consumer appliances and systems via their TV set.
They cannot use the management applications that they used previously (which came from other vendors)
but they can adjust parameters manually.

Stop press: Mrs. X's aged parents have recently become unable to continue to live independently and want
to move in with the X's. They need to move to a larger premises. With the P-Q-R gateway from company J,
they can now take all their appliances from the flat and continue to use them in the new home. The senior
residents often use the TV to communicate with their GP, which required a change of broadband supplier,
and it is promising that there are products implementing P that also provide health care sensing. However,
the security requirements arising from the external connection are far in excess of the features implemented
by other P products, which cease to function when the parents system is running.

Lesson: better gateways and restoration of some functions. Incompatibility at higher layers of more complex
function combinations.

A.1.25Level 4
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Company J enhances its gateway product to accommodate the lower security capabilities of some products.
A side-effect is that the TV can now be the smart metering CDU, although the energy supplier, while
welcoming increased connectivity, is less confident about the possible security issues. Unfortunately the set-
top box power-supply is now overloaded and the device fails frequently, losing all functionality. However,
mass replacement of set top boxes is already underway for the latest upgrade to digital TV, so this is
smoothed over. Too late — consumers lose confidence in that product and an opportunity opens for
equivalent adaptation functions that could live in the meter, or the broadband gateway, or an entirely
separate but equivalently connected device.

Company J sells its gateway capability to meter and home gateway vendors and the market expands rapidly.
However, many operations are manual, especially configuration for different applications, even though
discovery is automated, but just within the single home. J corrects this rapidly and offers the X's the facility,
via its web pages to download applications compatible with its gateways and with devices and services from
A, B, C, D, etc.

Meanwhile, consumers have forgotten that P, Q and R exist. In fact, they have converged, and the role of J's
gateway is to manage applications and devices — discover what is in the vicinity, configure it to execute the
applications to which the consumer has subscribed.

Lesson: the gateway element is critical, even if there are fewer instances. The evolution of protocols means
that its role has changed.

A.1.2.6 Level 5

Exploiting external connectivity, third party service providers compete and collaborate with the X’s energy,
comms and healthcare companies to offer outsourcing of application functions.

Compatibility of in-home protocols with external communications services in compliance with International
Standards allows a decentrallisation of functions. Company J goes entirely virtual with a massive solar-
powered datacenter in the Sahara offering customized services and applications, downloaded and managed
via key interconnection functions, usually in a consumer’s main gateway into his preferred supplier of Internet
services (DSL, WiIMAX, HSPA, PLC, etc.).

In spite of this capability, installers and service engineers from a range of providers continually visit the X's to
investigate unexpected behaviours, especially after Mr. X has downloaded a new module and installed it
himself. Because the devices and external services in his installation are Level 5 interoperable, these
modules are able to install themselves automatically and function to a certain extent.

Lesson: unless an installation has the capability to link with external management for diagnostic purposes
and to control installation expansions and consumer-installed upgrades, the necessary control over a system
cannot be maintained.

A.1.2.7 Level 6

Company J implements additional functionality in its discovery and configuration processes so that only
known compatible revisions of Level 5 compliant products can seek out and associate their functions with
devices in the X's system and services offered by J. It does this partly by implementing stricter policies for
these processes that match product codes, serial numbers and revisions of hardware or software to a
database of matching configurations, and partly through better communication with Mr. X through Web
services so that he is aware of potential problems and issues.

A.1.3 IFRS Methodology
A.1.3.1 Working Assumptions

e The collection and categorisation of information that supports a conformance claim and allows it to be
tested in an appropriate setting is provided for within the standardisation process, for example via the
PICS and PIXIT proforma model. This model should be used;

e A data model that captures object specifications and relationships is not a priority for the IFRS CWA
stage of the standardisation process. Ultimately one may be required, and a language will be selected
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691 for expressing it. It is desirable that this is compatible with the language and methodology in which
692 scenarios and use-cases will be captured;
693 e PICS and PIXIT proformas may be needed wherever issues of interoperability arise. Following further
694 study, some issues may be deemed to be interworking requirements as distinguished above.
695 e Topics to be covered by the PICS and PIXIT include: PHY (pathway, plug/socket, media); Link (MAC,
696 DLC, including layer 2 forwarding); Network (sub-network and device addressing, distribution mode);
697 Transport (end-to-end delivery and end-point addressing); Session (discovery, configuration and
698 platform-specific protocols); Presentation (abstract and concrete syntax of message structure);
699 Application (object specification and interaction protocols). It is recognised that these terms may not be
700 compatible with terms used in other specification approaches;
701 e Specific HBES technology platforms may already have equivalent conformance proformas for all, some
702 or none of these layers (e.g. where reference is made to existing standardised conformance
703 specifications);
704 e Furthermore, there are several platforms with interoperability guidelines that are well-established, and
705 standardised by CENELEC, CEN and ETSI. These provide a basis on which to build the proformas to be
706 included in the IFRS Agreement;
707 e Security in such cross-platform, mixed location systems is a key issue and the source of many
708 interoperability failures and vulnerabilities. Some terminology may need further examination. The focus
709 will be on requirements and conformance, not solutions.
710
711  A.1.3.2 Information to be Supplied
712
Step/Function Discovery Configuration Operations System Management
Processes Outlines the methods Outlines the methods used |Outlines the action of how [Outlines how an object or
associated with the to configuring an object or |applications are set of objects may be
discovery of an object in  |application object in the instantiated and operate in [managed within the specific
the specific system. specific system. the specific system. system.
Discovery
Security The level of security The level of security The level of security The level of security
provided solely by the provided solely by the provided by any provided solely by the
specific system in the specific system in the application provided under |specific system in the action
action of discovery. action of configuration. the specific system. of management.

Object access and safety
requirements

Enablers The methods used by the [The methods used by the [The methods used by the |The methods used by the
specific system to execute [specific system to execute [specific system to define |[specific system to execute
discovery. configuration. and create applications management.

and application models.

Identifier Object configuration Object Management

Object description

Interaction Model |The methods used by the |The methods used by the The methods used by the
specific system to provide [specific system to provide specific system to provide
interaction between interaction between interaction between objects
objects and other objects |objects and other objects and other objects in the
in the process of in the process of process of management.
discovery. configuration.

Object Interaction Model

Cross Standard |Records ny standard, system, sub-system or protocol that has been identified as having a specific interface
Support between it and another protocol, such translations or APIs are often created by a specific protocol and flow from
itorto it,

713

714 For each column, a product may comply with IFRS at any level between 0 and 6.
715

716  A.1.3.3 Architectural Issues

717
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It is implicit that there will be a function that is able to match between systems, media and protocols for
products offering interoperability at Level 3 and above. Such functions already exist in a variety of forms from
Level 0 upwards:

e A device supporting 2 interfaces to separate media implementing a single HBES specification. The
device implements interworking at link level, receiving a message on one link and retransmitting it on the
other without change to the contents. Interoperability issues remain between the functions implemented
in interacting devices attached to the media;

e A device supporting 3 or more interfaces to separate media implementing a single HBES specification.
The device is a router and must observe the routing protocol of the specification. Other interoperability
considerations are as noted above;

¢ A device implementing one media interface to a single HBES specification and a second interface to
another system. This is commonplace with devices that connect to the Internet through a home gateway,
using IP as a bridging protocol;

e To be completed.

Arial 10 is a good choice of font for plain text. Following this recommended font and font size will in the long
run ensure a common look and feel to all CWAs.

User Defined clauses and subclauses

The chapters below will contain some further elements to be kept in mind if one wants to comply with the
PNE-rules. For the sake of example, these elements have been written as if they would be part of a CWA.
(Please be reminded that the rule of thumb for CWAs is that a CWA shall not unnecessarily deviate
from the PNE-rules)

4.2 Keep in mind: on numbering
4.2.1 Names/numbers of divisions and subdivisions

Table 1 - Names of divisions and subdivisions

English term French term Example of numbering
Part partie 9999-1

Clause article 1

Subclause paragraphe 1.1

Subclause paragraphe 1.1.1

Paragraph alinéa [no number]

Annex annexe a

4.2.2 Description and Numbering of divisions and subdivisions

Description and numbering of divisions and subdivisions

A subclause is a numbered subdivision of a clause. A primary subclause (e.g. 5.1, 5.2, etc.) may be
subdivided into secondary subclauses (e.g. 5.1.1, 5.2.1, etc.).

A subclause shall not be created unless there is at least one further subclause at the same level. For
example, a piece of text in clause 10 shall not be designated subclause "10.1" unless there is also a
subclause "10.2".

Figures

Figures

Figures shall be numbered with arabic numerals, beginning with 1. This numbering shall be independent of
the numbering of the clauses and of any tables. A single figure shall be designated "Figure 1".
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4.2.3 Text between headers

Text between headers

There should be no text between two headers of a "different ranking". For example, the following is not
allowed:

X.Y Header
Text
X.Y.1 Header

4.3 Keep in mind: on the Table of Contents

Table of Contents

The table of content is an optional preliminary element, but is necessary if it makes the standard easier to
consult. The table of contents shall be entitled "Contents" and shall list clauses and, if appropriate,
subclauses with titles, annexes together with their status in parentheses, the bibliography; index(es); figures;
tables. All the elements listed shall be cited with their full titles. Terms in the "Definitions, symbols and
abbreviations" clause shall not be listed in the table of contents.

In electronic documents, the table of contents shall be generated automatically and not set manually

4.4 Keep in mind: on Annexes

Annexes

There may exist Normative as well as Informative Annexes!

Annexes shall appear in the order in which they are cited in the text. Each annex shall be designated by a
heading comprising the word "Annex" followed by a capital letter designating its serial order, beginning with
"A"; e.g. "Annex A". The annex heading shall be followed by the indication "(normative)" or "(informative)",
and by the title, each on a separate line. Numbers given to the clauses, subclauses, tables, figures and
mathematical formulae of an annex shall be preceded by the letter designating that annex followed by a full-
stop. The numbering shall start afresh with each annex. A single annex shall be designated "Annex A".
Informative annexes give additional information intended to assist the understanding or use of the standard
and shall not contain provisions to which it is necessary to conform in order to be able to claim compliance
with the standard. Their presence is optional. An annex's informative status (as opposed to normative) shall
be made clear by the way in which it is referred to in the text, by a statement to this effect in the foreword and
by an indication in the table of contents and under the heading of the annex.

Normative Annexes, see above!

A bibliography, if present, shall appear after the last annex.

4.5 Keep in mind: on Footnotes

Footnotes

Footnotes to the text give additional information; their use shall be kept to a minimum. They shall not contain
requirements. Footnotes to figures and tables follow different rules (see 6.6.4.9 and 6.6.5.70f the PNE-rules).
Footnotes to the text shall be placed at the foot of the relevant page and be separated from the text by a
short thin horizontal line on the left of the page. An example is given for the footnote in the "Normative
References" section

Footnotes to the text shall normally be distinguished by arabic numerals, beginning with 1, followed by one
parenthesis and forming a continuous numerical sequence throughout the document: 1), 2), 3), etc. The
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footnotes shall be referred to in the text by inserting the same numerals, as superscripts, after the word or
sentence in question 1) 2) 3) etc.

There exists also notes within the text. They follow the example given in the section on the Scope:

[indent, separate paragraph]
Notes are numbered (numbering restarts for each clause or subclause) if there is more than one Note
in a clause or subclause. Notes shall be used for the purpose of giving additional information only

and shall not contain provisions to which conformity is requested. Please use capitals when writing
NOTE.

4.6 Keep in mind: on referencing inside the CWA

Referencing inside the CWA
Use for example the following forms
- "in accordance with clause 3";
- "according to 3.1";
- "as specified in 3.1b)";
- "details as given in 3.1.1";
- "see annex B";
- "the requirements given in B.2";
- "see the note in Table 2"
- see example 2 in 6.6.3";

It is unnecessary to use the term "subclause"
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Annex B (Normative) : Interoperability Implementation Conformance
Statement Proforma

B.1 Scope

This document provides the Interoperability Implementation Conformance Statement (IICS) proforma for the
Conformance Clauses in the IFRS specification.

The present document details in tabular form the implementation options, i.e. the optional functions
additional to those which are mandatory to implement.

B.2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the
present document. References are either specific (identified by date of publication, edition number, version
number, etc.) or non-specific;

e For a specific reference, subsequent revisions do not apply;
e For a non-specific reference, the latest version applies.

1. ETSIETS 300 406 (1995): "Methods for testing and Specification (MTS); Protocol and profile,
conformance testing specifications; Standardization methodology".

2. ISO/IEC 9646-1: "Information technology - Open Systems Interconnection - Conformance testing
methodology and framework - Part 1: General concepts".

3. ISO/IEC 9646-7: "Information technology - Open Systems Interconnection - Conformance testing
methodology and framework - Part 7: Implementation Conformance Statements".

B.3 Definitions and abbreviations

B.3.1 Definitions
For the purposes of the present document, the terms and definitions given in TS 101 761-2 [1], ISO/IEC
9646-1 [3], ISO/IEC 9646-7 [4] and the following apply:

Implementation Conformance Statement (ICS): statement made by the supplier of an implementation or
system claimed to conform to a given specification, stating which capabilities have been implemented.
NOTE: The ICS can take several forms: protocol ICS, profile ICS, profile specific ICS, information object ICS,
etc.

ICS proforma: document, in the form of a questionnaire, which when completed for an implementation or
system becomes an ICS.

Protocol ICS (PICS): ICS for an implementation or system claimed to conform to a given protocol
specification.

Interoperability ICS (PICS): ICS for an implementation or system claimed to conform to a the IFRS
requirements.

B.4 Requirements for Conformance to this IICS
To be added.

B.5 Instructions for Completion of the IICS
To be added
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B.6 Global Statement of IICS Conformance

Complete theTable below as follows:
Y = full compliance, all requirements of the applicable IFRS conformance clause are observed;
P = partial compliance, some requirements are complied with others are not;

N = no compliance, none of the requirements are complied with.

Conformance Level 3 Level 4 Level 5 Level 6
Clause

Discovery Process

Discovery Security

Discovery
Enablers

Discovery IM

Config Process

Config Security

Etc.

Bibliography
(The bibliography is optional)
The following material, though not specifically referenced in the body of the present document (or not publicly

available), gives supporting information.
- <Publication>: "<Title>".



